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MainBoss Installation and Administration Guide

Introduction

This guide provides information about installing, configuring and managing MainBoss. The
first chapter gives a quick guide that should be sufficient for many users. Later chapters give
more details for those with advanced needs.

This guide is aimed at providing a reasonable path to getting MainBoss up and running. The
procedures and settings we describe are not the only possibilities; some sites may have good
reason to take different approaches (e.g. in setting up permissions over your local area
network). However, if you don’t follow our suggestions and you contact MainBoss Technical
Support for help, we will probably recommend that you change your configuration to match
what is described in this guide.

Important Note: You will obtain MainBoss software from a page on our web site
(http://mainboss.com). The web page will provide primary instructions for installing the
software. This manual provides additional information that may be useful during the
installation process, beginning with Installation Locations for MainBoss Software on page 4.
If there is any disagreement between the download web page and this manual, follow the
instructions on the download web page.

Software and Hardware Requirements

Operating System: MainBoss will run on any of the following operating systems:
Windows Vista Business or better (with Service Pack 3 or later); or

Windows Server 2008 (with Service Pack 2 or later); or

Windows Server 2008 R2 or later; or

Windows 7 Pro or better; or

Windows Server 2012 R2 or later; or

Windows 8 Pro or better

Windows 10

For all these systems, you can use either the 32-bit or 64-bit versions.

O o 0o o o o o™

We do not recommend Windows Vista Home, Windows Vista Basic, or Windows 7 Home.

If you will be running the Web Access and/or the Web Requests module, you must have
Windows Server 2008, Windows Server 2008 R2, or better.


http://mainboss.com/

.NET Framework: Every computer where MainBoss will run must have the following
Microsoft software installed:

(1 The .NET framework, version 4.6.1 or later
Hardware: We recommend that any computer running MainBoss should have at least dual

2.5 GHz processors with 2 GB of RAM. Ideally, get the fastest RAM available. If you are
running SQL Server on the same computer, add another 1 GB.

For best results, your monitor screen should have a resolution of 1280 by 1024 or better;
however, it is possible to get by with 1024 by 768 if you use the “hide details panel” button:

¥

Since MainBoss requires SQL Server, you should also check the hardware requirements of
the SQL Server package you intend to use. For example, Microsoft recommends 4GB or more
of memory for some versions of SQL Server.

SQL Server will run on a single computer; if you also intend to use this computer to run
MainBoss, the computer’s hardware and operating system should satisfy the requirements of
both SQL Server and MainBoss. Every other computer where you intend to run MainBoss has
to satisfy MainBoss’s hardware and software requirements, but doesn’t have to satisfy SQL
Server’s.

If you intend to run MainBoss on multiple computers, we strongly recommend that
MainBoss users belong to a domain. A domain lets MainBoss users sign on with the same
login name and password on different computers. You can create a domain with Microsoft
Server software, or with a Linux network running Samba.

Microsoft SQL Server

MainBoss uses Microsoft’s SQL Server 2008, 2008 R2 or 2014 to read and write all data.
SQL Server must be installed at your site before you can begin using MainBoss. Specifically,
you must have:

[0 SQL Server 2008 SP1 or SQL Server 2008 R2
(1 SQL Server 2014 (any version)
(1 SQL Server 2016 (any version)
[0 SQL Server 2017 (any version)

Note: Microsoft no longer supports SQL Server 2005. Therefore, Thinkage no longer
supports MainBoss on that version of SQL Server. If you are still using SQL Server 2005, we
recommend that you upgrade to a newer version as soon as possible.

If you’ve installed MainBoss, you can determine what version of SQL Server you have by
going to Help — About in the MainBoss menus.




While this Installation and Administration Guide offers suggestions of how to work with SQL
Server, SQL Server is a Microsoft product and Thinkage has no control over its behavior. If
you have any difficulties with SQL Server, contact Microsoft, not MainBoss support.

SQL Server is actually a family of compatible software products, with different members of
the family designed for different work loads. If you have a small organization, you can use
SQL Express, a free version of SQL Server available from Microsoft. For more information,
see SQL Express Considerations on page 73.

SQL Express will likely be adequate if you intend to run the SQL Server on Windows 7 or 8
Professional. If you will have more than five simultaneous users, you should run SQL Server
on Windows Server 2008 and buy a version of SQL Server whose size is appropriate to your
needs.

If you intend to have multiple people using MainBoss, or you intend to access MainBoss from
multiple machines, you should install SQL Server Management Studio and configuration
tools at the same time that you install SQL Server. This is discussed in Appendix A: Setting
Up SQL Server on page 70.

Your organization may already be using SQL Server for some other purpose or in connection
with some other software package. In that case, you should use the same instance of SQL
Server for MainBoss unless there’s some good reason not to—trying to manage multiple
instances of SQL Server can be confusing and prone to human error.

Microsoft Report Viewer

MainBoss prepares reports using Microsoft’s Report Viewer. This version of MainBoss
includes the appropriate Report Viewer software.

Note: SQL Server and Report Viewer are independent of MainBoss, including language
support. In particular, reporting facilities will be in the language of your report viewer, which
may or may not be the same language used by MainBoss. Similarly, diagnostic messages
generated by SQL Server may or may not be in the same language as MainBoss.

Since Report Viewer is Microsoft software, Thinkage cannot take responsibility for any
problems you might encounter with the Report Viewer software package.

Privileges

Windows Administrator Privileges: Normally, you do not need Windows Administrator
privileges to run MainBoss. However, you do need such privileges in the following cases:
0 When you manually install MainBoss on a computer

(1 When you install MainBoss Service (see Setting Up MainBoss Service on page 25) and
when you start or stop the service




When you set up MainBossWeb (see Appendix C: MainBossWeb on page 96)

In order to look at the logs in Administration | MainBoss Service when you are first
setting up the service; however, privileges are not required once the service is operating
properly, since the service write event information directly into the MainBoss database

SQL Server Administrator Privileges: SQL Server Administrator privileges are needed to
perform backups and restores of the MainBoss database. SQL Server Administrator privileges
are also needed to add new users to the list of recognized MainBoss users (Administration |
Users). This is because the new user must be given appropriate permissions to use SQL
Server to access the database. However, there is a way around this; for details, see Registering
New Users with MainBoss on page 14.

MainBoss Administration Security Role: You need the MainBoss Administration
security role in order to use the Administration section of the MainBoss control panel. This
security role only applies to features within MainBoss itself, and has no effect on any other
software.

The person who creates a MainBoss database is automatically granted the MainBoss
Administration Security role. That person must then authorize other users, or else
authorize one user and then give that user the Administration security role so that he/she
may authorize other users.

Installation Locations for MainBoss Software

When setting up MainBoss, it’s important to distinguish between where you store the data and
where you store the software:

(1 MainBoss data will be stored on a computer where SQL Server is running. There is only
one copy of the data; this is shared by all users at your site.

(1 MainBoss software should be installed on every computer where people wish to work
with MainBoss. You may have as many copies of the software as you like installed on any
number of computers.

The software for MainBoss doesn’t have to be installed on the server system if people won’t
be using MainBoss from that system. However, a number of administrative operations are
more straightforward if MainBoss is installed on the server system.

Problems may arise if you store the MainBoss executable program on one computer and try to
run it on another computer. (This is a known problem with the Microsoft .NET framework.)
As a result, you must either:

(1 Install the MainBoss software on every computer where you intend MainBoss to run; or
[1 Use ClickOnce deployment, as discussed in the next section




ClickOnce Deployment

MainBoss supports ClickOnce Deployment. This is a Microsoft technique which eliminates
the need to install MainBoss updates on user’s computers. Essentially, you create a web page
that non-privileged users can use to invoke MainBoss, even if MainBoss hasn’t been installed
on the user’s system.

Note that non-privileged users can’t run MainBoss using ClickOnce unless they have
prerequisite Microsoft software installed on their systems (the correct version of .NET).

For more about installing the ClickOnce version of MainBoss, see the information provided
on the download web page from which you get MainBoss software.

For help in dealing with ClickOnce problems, Microsoft has a web page that discusses
ClickOnce troubleshooting:

https://msdn.microsoft.com/en-us/library/fb94wlt5.aspx

Manual Installation

The sections that follow deal with manual installation, as opposed to ClickOnce Deployment.

Manual Installation Overview

To install and configure MainBoss, some operations must be done by someone who has
Windows Administration privileges (typically someone from the IT department). Other
operations must be done by someone with SQL Server Administration privileges. Finally,
some operations must be done inside of MainBoss by someone with the MainBoss
Administration Ssecurity role. (In some organizations, the same person will perform all
these functions.)

Below we list the recommended order of operations for installation and initial set-up, as well
as the privileges needed for each step (if any).

1. Install SQL Server first. This should be on a computer that is accessible to all other
computers where you wish to use MainBoss. We will call this the Server computer.
[Windows Administration privileges]

2. Install the MainBoss software on a single computer first. Ideally, this should be the
computer where SQL Server is running; this eliminates any issues that may arise when
accessing SQL Server over your local area network. [Windows Administration privileges]

3. Start MainBoss on the computer where you just installed it, and create a maintenance
organization database as described in Creating a Maintenance Organization on page 7.
[SQL Server Administration privileges; anyone who creates a MainBoss database is
automatically granted the MainBoss Administration security role on that database.
The SQL Server dbcreator permission is not sufficient.]


https://msdn.microsoft.com/en-us/library/fb94w1t5.aspx

4. If you intend to import data from MainBoss Basic (MainBoss 2.9), follow the instructions
given in the guide Migration from MainBoss Basic to MainBoss. [SQL Server
Administration privileges]

5. Enter the license keys you were given when you licensed MainBoss. For more
information, see Entering License Keys on page 9. [MainBoss Administration security
role]

6. If multiple people will be using MainBoss, you must add those people to MainBoss’s
table of authorized users, as described in Users on page 13. [MainBoss
Administration security role]

7. Once you have MainBoss working correctly on one computer, either set up ClickOnce
deployment or install the MainBoss software on all other computers where you wish to
use MainBoss. [Windows Administration privileges]

8. Once the software is installed on a given computer, each person who will be using
MainBoss on that computer must start MainBoss and add the MainBoss database to their
personal list of known maintenance organizations. For more information, see Installing
MainBoss on Other Computers on page 22. [Any user can add a MainBoss database to
his/her list of known databases. However, a user’s access to a database is controlled by the
user’s security roles as specified in that database.]

9. If you have licensed the MainBoss Service module, install MainBoss Service as described
in Setting Up MainBoss Service on page 25. [Windows Administration and SQL Server
Administration privileges]

10. If you have licensed the Web Access and/or Web Request modules, install
MainBossWeb as described in Appendix C: MainBossWeb on page 96. [Windows
Administration privileges]

The Windows operating system is full of pitfalls, especially if your IT department has set up a
customized environment. For help dealing with difficulties during the installation process, see
Appendix A: Setting Up SQL Server on page 70 and Appendix B: Troubleshooting on page 77,
especially if you’ll be using SQL Express.

Manually Installing MainBoss Software

MainBoss is currently available through download from the MainBoss web site. Make sure
you get the most up-to-date version of the software. To install the software, follow the
instructions given on the download web page.

The instructions given on the download web page override and take precedence over
instructions in this guide.

Once you’ve installed MainBoss on a computer, the software can be started through the
standard Windows program menu. Typically, however, you should create a desktop icon that
starts the program.




Creating a Maintenance Organization

When you first start MainBoss, the software displays a window that lets you create a new
maintenance organization (database).
o View Organizations = =

Session  Help
Orgarization Name Database Server Detabase Name DE Version Acoess Hide Panels Prefemed Mode  Status

2| [F] O Apoly Filter

Start || | | Add Existing Organization | v| | [ | Remavefromlist | Upgrade |+ | | SetDefault | ~| |4 |v & Exit

[ Active {g)Help|

In order to create a MainBoss database, you must be logged into an account that has SQL
Server Administrator privileges on the SQL Server that will manage the MainBoss database.
(The SQL Server db_creator security role is not enough.)

Changing Regional Settings may also change the currency symbol (e.g. from “$” for dollars
to “£” for pounds). However, MainBoss cannot handle multiple currencies; it assumes that all
money values are in the same currency. For example, if you enter 33 in a “Unit Cost” field,
MainBoss may display the result as $33.00 or £33.00 depending on your Regional
Settings...but internally, MainBoss simply records 33.00. Therefore, it is important that all
MainBoss users use the same currency for all money values.

[0 To create a new maintenance organization database:

1. Drop the arrow on Add Existing Organization and click Create New Organization.
This opens a window like this:



I New Organizatien - O st

Database Server | | =1 ‘
Databaze Name | | ‘
Organization Namel |‘

Credentials

(®) Windows Authentication
() 5QL Password

() Active Directory Password
() Active Directory Integrated

User namel |

Authentication

Passwaord | |

[[] Make brewsers smaller by not showing details for selected record by default
(® MainBoss
(C) MainBoss Assignments
Preferred Mode () MainBoss Reguests
() Administration
() View Sessions
Licensing
(_) Mo License
Licenses To Reguest () Demonstration
(@) Free Limited Single User

Email Address | |O

Close | =

| Active g Help

2. In “Database Server”, specify the name of the SQL Server that you will use.

If you click the “...” button after “Database Server”, MainBoss will attempt to determine
what servers are available to you. However, this list may be incomplete—firewall settings and
SQL Server configurations can prevent servers from appearing in the list, even though the
servers may be available for use.

3. In “Database Name”, enter the name of the new database. This will be the name used by
SQL Server; it must be different from all other databases controlled by the server. We
recommend that this name should not contain any spaces or special characters—just
letters and digits. (The default database name is MainBoss; this name is recommended,
unless your organization has multiple MainBoss databases.)

If you click the “...” button after “Database Name”, MainBoss will attempt to display all
databases already managed by the “Database Server”. You cannot choose any of these
names (because the databases already exist), but the list helps you see what names are already
in use. (Depending on your permissions, you may not be allowed to see the list.)

4. In “Organization Name”, enter the name of your company or organization. Your
“Organization Name” can contain spaces and special characters if you wish.



5. In “Credentials”, select the Authentication Credentials that allow access to the SQL
server and provide a User Name and Password if required.

6. Select the type of license you wish to have installed at time the database is created.
Demonstration and free licenses require an email address so that the full license key can
be emailed to you. You will have to enter the full license key when you receive it to
continue to use the program after 30 days.

7. Click OK. MainBoss will proceed to create the database.

Entering License Keys

When you license MainBoss, you will be given a set of license keys for the software. Once
you have installed MainBoss and created a new maintenance organization, MainBoss enters a
special mode where you can enter these keys. You must have a separate set of license keys for
each organization you use; for more information, contact your dealer or Thinkage Ltd.

License keys have the format
AAAAA-AAAAA-AAAAA-AAAAA-AAAAA

where each 2 is a letter or number.

The presence or absence of license keys will change the appearance of many MainBoss
windows. For example, if you have not licensed the Purchasing module, you will not see
functions related to purchase orders in the control panel and in other parts of MainBoss.

Thinkage gives you the option of receiving new license keys by email. This makes it possible
to enter all the keys you receive by copying them from the email message and “pasting” them
into MainBoss. To do so, follow these steps:

[1 To enter your license keys by copying from an email message:
1. Open the e-mail message's PDF attachment that contains the new license keys.
2. Select the entire content of the attachment. You do not have to select individual keys.

3. Copy the selected content. In most email programs, you can do this by pressing
<Ctrl+C>.



4. Inthe MainBoss control panel, go to Administration | Licenses:

UB MyMainBoss - MainBoss Database Administration - O x
Session  View Actions  Help
Adrninistration -
Company Information View Licenses I |~ || |

MainBozs sers
b ainB ozg-defined S ecurnity Foles

License Module Expiny License

D atabaze M anagement
Backups

2 @ |~ [T [ Aeply Filter

New License | [Bf | qj | Update Licenses | ﬁ
|ser jagardrer (Login&liser Administrator) Organization MyMainBoss (Ford?: Database Ford? on  Active a Help|

-10 -




5. Click Update Licenses. MainBoss opens a window where you can enter the licenses:

B View Licenses — O x

Application License Id  Licensze

2| # |~ |5F| [ Apply Filter

Refresh from Clipboard Close -~

| | | *| Active @Help

6. Click Refresh from Clipboard. MainBoss scans through the email message that you
copied in Step 2, and extracts the license keys. MainBoss displays these keys in the upper
part of the window.

7. Click Update Licenses. This uses the new license keys to replace the corresponding old
ones, subject to the conditions stated below.

8. Click Close to close the window.

MainBoss will not replace an old key with a new key unless the new key is “better” than the
old one. This means that the new key must have a later expiry date or version number than the
old key.

-11 -



Also, all your license keys must have the same License 1D as the MainBoss key. (If you do
not have a MainBoss key, the other keys must have the same License ID as the MainBoss
Requests key.)

Note: After changing keys, you must close and open the database in order for the change to
take effect. This means that you must go to MainBoss’s Session menu and select Change
Maintenance Organization. In the resulting window, select the same organization and then
click Start. Until you do this, MainBoss will behave as if you’re still using the old license
keys.

If you do not receive your license keys in a format that allows copying to the clipboard, you
must enter the keys by hand:

[0 To enter your license keys by hand:
1. Inthe MainBoss control panel, go to Administration | Licenses:

™ MyMainBoss - MainBoss Database Administration - O >
Session  View Actions Help
Adminiztration -
Company Information View Licenses I (= ||
M ainBozs Users
M ainB oss-defined Security Raoles =
License Module Expiry License
[ atabase Management |
Backups |
2| #8a ~| || [ AcplyFilter '
I
Mew License @ # | |&| | Update Licenses = .
|ser jagardner (Login&User Administrator) Organization MyMainBoss (Ford2: Database "Ford2’ on server jim’) Active G Helpl.
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2. Click New License. MainBoss opens a window where you can enter a license key:

U Mew License - O =

License Module

License ||
License Module |D
License Model

License Count

YLy

License Count Status

Expiry Model
Expiry
Expiry Status

L)

License |d $
License |0 Status

Save & New Save Save & Close Cancel | -

| Active Help|

3. In “License”, enter the MainBoss license key (or MainBoss Requests if you have not
purchased a MainBoss license). Letters can be typed in either upper or lower case—it
doesn’t matter which. You must type the hyphens “-” between groups of characters.

&

When you have typed the key correctly, MainBoss will fill in the rest of the window with
information extracted from the key. If this doesn’t happen, check the key to make sure you
have typed it correctly.

o1

Click Save & New to save what you’ve just typed in. MainBoss will clear all the fields
and let you type in a new key.

o

Repeat Steps 3-5 until you have typed in all the keys. Click Close or Save & Close to
return to the previous window. The window will show all your new keys.

Users

In order for users to access a MainBoss maintenance organization, their SQL Authentication
credential names must be recorded in the MainBoss database. When a maintenance
organization is first created, the only user who can access the organization is the person who
originally created the database.

Important: In order for someone to be able to use MainBoss from several different
computers, that person must have the same login name and password on each of the
computers. (This is automatically true if you use domains.)

-13-




In the procedure described below, you record the Authentication Credentials of people
authorized to use MainBoss.

The names in MainBoss’s Users list must be individual Authentication Credential names;
they can’t be groups. In MainBoss, Authentication Credentials are associated with records in
order to create an audit trail. This is why MainBoss itself doesn’t accept group
authorizations—an audit should record exactly who made a particular change, which means
tracking the individual Authentication Credential, not just a group name.

Security Roles: When you create a new user record, it has no associated security roles. This
means that new users have no permission to do anything in MainBoss, unless you specifically
assign them roles. You must therefore assign each user at least one security role if you expect
the person to use MainBoss in any way. For more on security roles, see Security Roles on
page 19.

Note: The person who creates a MainBoss database is automatically given a set of security
roles which grant full access to all MainBoss operations.

SQL Server Authorization: In order for someone to use MainBoss, the person’s
Authentication Credential must be registered in both the MainBoss database and with SQL
Server. Only someone with SQL Server Administration privileges can register new users with
SQL Server.

[0 The easiest scenario for adding new users to MainBoss is if someone with SQL Server
Administration privileges does the work. In this case, MainBoss can automatically register
each new user in the MainBoss database and with SQL Server.

[0 If the person who adds new users to MainBoss doesn 't have SQL Server Administration
privileges, then the process needs two separate steps:

[0 Registering the new users with MainBoss, as described in Registering New
Users with MainBoss on page 14 (which can be done by anyone who’s
already registered with MainBoss and SQL Server)

[0 Registering the new users with SQL Server, as described in Authorizing
Users in SQL Server on page 89 (which can only be done by someone with
SQL Server Administration privileges)

Registering New Users with MainBoss
To access the MainBoss database, a user must be authorized by the instance of SQL Server
that manages the database. There are two possible types of authorization:

(1 Windows Authentication means that the user’s Windows login name appears in SQL
Server’s list of recognized login names

[1 Otherwise, users can identify themselves with a special SQL Server name and password.
This name is separate from the person’s Windows login name. Some organizations use
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separate SQL Server names if several people use the same login name and/or SQL Server

name. (Sharing names between multiple people is a potential security problem and is not
recommended.)

When you authorize a new user to access the MainBoss database, MainBoss attempts to set up
appropriate permissions for the access. In order for this to happen, you must have

administration privileges on the instance of SQL Server that manages the MainBoss database.
Start MainBoss, then follow these steps:

1. In the MainBoss control panel, go to Administration | Users:

B MyMainBoss - MainBoss Database Administration

Session  View Actions Help
Adrninistration

w View MainBoss Users

View  Defaults for MainBoss User

Eg;rLBsoesss-deflned Secuity Roles Authentication Credential Contact Description
Databaze Management [vv] THINEAGE \jagardner jagardner Thiz account is for the user who create..
Ba;kups . @ thinkagekadorken Kent Faininds

MairBozs Service

4 | #|~| |F| O Apely Filter
Details  MainBoss-defined Security Raoles
Contact jagardner

Diescription This account is for the user who created this organization
Authentication Credential THINKAGE jagardner
Comments

MNew MainBoss User | | [ ||+ 